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Abstract—With cloud data services, it is common place not
only stored in the cloud, but also shared across multiple
users. Unfortunately, the integrity of cloud data is subject to
skepticism due to the existence of hardware/software
failures and human errors. Several mechanisms have been
designed to allow both data owners and public verifiers to
efficiently audit cloud data integrity without retrieving the
entire data from the cloud server. However, public auditing
on the integrity of shared data with these existing
mechanisms will inevitably reveal confidential information
and identity privacy to public verifiers. In this paper, we
propose a novel privacy-preserving mechanism that
supports public auditing on shared data stored in the cloud.
In particular, we exploit ring signatures to compute
verification metadata needed to audit the correctness of
shared data. With our mechanism, the identity of the signer
on each block in shared data is kept private from public
verifiers, who are able to efficiently verify shared data
integrity without retrieving the entire file. In addition, our
mechanism is able to perform multiple auditing tasks
simultaneously instead of verifying them one by one.
Keywords—Integrity, Auditing, Metadata, Ring signatures,
Public verifier.
I. INTRODUCTION
Cloud service providers offer users efficient and scalable
data storage services with a much lower marginal cost than
traditional approaches .The integrity of data in cloud storage
is subject to skepticism and scrutiny, as data stored in the
cloud can easily be lost or corrupted due to the inevitable
hardware/ software failures and human errors .The objective
of this paper is to propose a novel privacy-preserving
mechanism that supports public auditing on shared data
stored in the cloud. Ring signatures is exploited to compute
verification metadata needed to audit the correctness of
shared data. With this mechanism, the identity of the signer
on each block in shared data is kept private from public
verifiers, who are able to efficiently verify shared data
integrity without retrieving the entire file. In addition, this
mechanism is able to perform multiple auditing tasks
simultaneously instead of verifying them one by one.

overhead. In “Panda: Public Auditing for Shared Data with
Efficient User Revocation in the Cloud” [4] when a user in
the group is revoked, we allow the semi-trusted cloud to resign blocks that were signed by the revoked user with proxy
re-signatures. The group can save a significant amount of
computation and communication resources during user
revocation. But this revoked user should no longer be able to
access and modify shared data. In addition, to operate
multiple auditing tasks from different users efficiently, they
extended their mechanism to enable batch auditing by
leveraging aggregate signatures [7].
III. PROPOSED SYSTEM
The propose system Oruta, a privacy-preserving public
auditing mechanism for shared data in the cloud the ring
signatures is utilized to construct homomorphism
authenticators, so that a public verifier is able to audit shared
data integrity without retrieving the entire data, yet it cannot
distinguish who is the signer on each block.
To improve the efficiency of verifying multiple
auditing tasks, batch auditing mechanism is used. There are
two interesting problems we will continue to study for our
future work. One of them is traceability, which means the
ability for the group manager to reveal the identity of the
signer based on verification metadata in some special
situations.
IV. SYSTEM MODEL

II. RELATED WORK

As illustrated in Fig. 1, the system model in this paper
involves three parties: the cloud server, a group of users and
a public verifier. There are two types of users in a group: the
original user and a number of group users. The original user
initially creates shared data in the cloud, and shares it with
group users. Both the original user and group users are
members of the group. Every member of the group is
allowed to access and modify shared data. Shared data and
its verification metadata (i.e., signatures) are both stored in
the cloud server. A public verifier, such as a third party
auditor providing expert data auditing services or a data user
outside the group intending to utilize shared data, is able to
publicly verify the integrity of shared data stored in the
cloud server.

In ”Privacy-Preserving Public Auditing for Secure Cloud
Storage” [1] the homomorphism linear authenticator and
random masking are used to guarantee that the TPA would
not learn any knowledge about the data content stored on the
cloud server during the efficient auditing process. This
eliminates the burden of cloud user from the tedious and
possibly expensive auditing task and alleviates the users’
fear of their outsourced data leakage. But the technique of
public key based homomorphism linear authenticator
drastically reduces the communication and computation

Fig. 1: Our system model includes the cloud server, a group
of users and a public verifier
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When a public verifier wishes to check the integrity of
shared data, it first sends an auditing challenge to the cloud
server. After receiving the auditing challenge, the cloud
server responds to the public verifier with an auditing proof
of the possession of shared data. Then, this public verifier
checks the correctness of the entire data by verifying the
correctness of the auditing proof.
V. EXPERIMENTAL RESULTS
The privacy performance of our mechanism depends on the
number of members in the group. Given a block in shared
data, the probability that a public verifier fails to reveal the
identity of the signer is 1 _ 1=d, where d = 2. Clearly, when
the number of group members is larger, our mechanism has
a better performance in terms of privacy. As we can see
from Fig. 2a, this privacy performance increases with an
increase of the size of the group.

Fig. 2: Performance of Privacy and Batch Editing
As illustrated in Figs. 3a and 3b, when k is fixed, the
generation time of a ring signature is linearly increasing
with the size of the group; when d is fixed, the generation
time of a ring signature is linearly increasing with the
number of elements in each block. Specifically, when d ¼
10 and k ¼ 100, a user in the group requires about 37
milliseconds to compute a ring signature on a block in
shared data.

Fig. 3: Performance of Signature generation
VI. CONCLUSION AND FUTURE WORK
In this paper, we propose Oruta, the first privacy-preserving
public auditing mechanism for shared data in the cloud.
With Oruta, the public verifier is able to efficiently audit the
integrity of shared data, yet cannot distinguish who is the
signer on each block, which can preserve identity privacy
for users. An interesting problem in our future work is how
to efficiently audit the integrity of shared data with dynamic
groups while still preserving the identity of the signer on
each block from the third party auditor.

There are two interesting problems we will continue to study
for our future work. One of them is traceability, which
means the ability for the group manager (i.e., the original
user) to reveal the identity of the signer based on
verification metadata in some special situations. Since Oruta
is based on ring signatures, where the identity of the signer
is unconditionally protected [12], the current design of ours
does not support traceability. To the best of our knowledge,
designing an efficient public auditing mechanism with the
capabilities of preserving identity privacy and supporting
traceability is still open. Another problem for our future
work is how to prove data freshness (prove the cloud
possesses the latest version of shared data) while still
preserving identity privacy.
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