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Abstract— Cloud computing has opened up a new frontier 

of challenges by introducing a different type of trust 

scenario. Computers are used to process and store user data 

can be located anywhere on the globe, depending on where 

the capacities that are required are available in the global 

computer networks used for cloud computing. Security has 

remained a constant issue for Open Systems and internet. 

Cloud really suffers at security. Security in cloud is 

consistently increasing when the applications and data are 

moving to the cloud because the individual loss of control 

over their data. The storage of data in cloud is very risky 

due to less control over stored data .One of the major 

concern in cloud is how do we grab all the benefits of the 

cloud while maintaining security controls over the 

organizations assets. Attacks. In this paper, I a more 

reliable, decentralized key management technique for cloud 

systems. It will provide more efficient data security and key 

management in cloud systems. 
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Method, Key Management, Server Colluding Attacks, 

Group Key Management, Secret Sharing, Shamir’s Secret 

Sharing 

I. INTRODUCTION 

Cloud computing is a model for enabling ubiquitous, 

convenient, on-demand network access to a shared pool of 

configurable computing resources (e.g., networks, servers, 

storage, applications, and services) that can be rapidly 

provisioned and released with minimal management effort 

or service provider interaction [5].The cloud computing is a 

new computing model that provides the uniform access to 

wide area distributed resources on demand. Cloud 

computing is a way of leveraging the Internet to consume 

software or other IT services on demand. There are no 

shrink wrapped boxes containing discs or hardware for you 

to buy and set up yourself. Cloud providers typically charge 

monthly recurring fees based on your usage [1].The 

emergence of cloud computing has made a tremendous 

impact on the Information Technology (IT) industry over 

the past few years, where large companies such as Google, 

Amazon and Microsoft strive to provide more powerful, 

reliable and cost-efficient cloud platforms, and business 

enterprises seek to reshape their business models to gain 

benefit from this new paradigm [2].  

However, there still exist many problems in cloud 

computing today. A recent survey by Cloud Security 

Alliance (CSA) shows that security have become the 

primary concern for people to shift to cloud computing. 

In this paper, we survey the security concerns of 

current Cloud Computing systems. As Cloud Computing 

referred to both the applications delivered as services over 

the Internet and the infrastructures (i.e., the hardware and 

systems software in the data centers) that provide those 

services [4], we present the security concerns in terms of the 

diverse applications and infrastructures. More concerns on 

security issues, such as availability, confidentiality, integrity 

control, authorization and so on, should be taken into 

account. 

It can divide them into three main classes[13]: 

II. APPROACHES TO GROUP KEY MANAGEMENT 

A. Centralized Group Key Management Protocols: 

A single entity is employed for controlling the whole group, 

hence a group key management protocol seeks to minimize 

storage requirements, computational power on both client 

and server sides, and bandwidth utilization. 

B. Decentralized Group Key Management Protocols: 

The management of a large group is divided among subgroup 

managers, trying to minimize the problem of concentrating 

the work in a single place. 

C. Distributed Group Key Management Protocols: 

There is no explicit KDC, and the members themselves do 

the key generation. All members can perform access control 

and the generation of the key can be either contributory, 

meaning that all members contribute some information to 

generate the group key, or done by one of the members. 

III. RELATED WORK 

The concept of secret sharing scheme was developed by 

Shamir [11] and Blakely [16] in 1979 in order to keep the 

secret efficiently and safely. Lagrange interpolating 

polynomial is the basis of Shamir secret sharing, while 

Blakely secret sharing is based on the linear projective 

geometry. Some of the drawbacks in both these secret 

sharing schemes [11] and [12] are as follows:  

1) A fake shadow may be distributed to a certain 

participant by a dishonest dealer and then the true secret 

would never be obtained by that participant. 

2) A fake share may be provided by a malicious 

participant to other participants, and so the secret can 

only be reconstructed by the malicious participant. 

IV. MAIN ENTITIES IN PROPOSED MODEL 

The main entities in the proposed method are cloud users, 

cloud storage server, cloud manager, key splitter servers, 

share holder servers, security servers, log editor which are 

defined in detail as follows: 

1) User: The user can create, update and delete his/her pro 

le, store and retrieve the data. 

2) Cloud Storage Server: It is a model of data storage on 

virtualized storage pools or servers located remotely. 

Cloud storage can be used by users to store their data. 

Users can buy storage capacity from the cloud hosting 
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companies. The main responsibilities of cloud storage 

server are storing the encrypted document, storing the 

splitted encryption key values for the purpose of key 

management. 

3) Key Management Server: Key splitter server splits the 

encryption keys into different shares and store the 

splitted keys in different share holder servers.  

4) Share Holder Server: These servers store the shares for 

the different keys for different users.  

5) Log editor: It checks the share holder servers timely to 

see if the shares are getting modified. 

6) Security server: It has the encryption decryption 

algorithm. 

V. STEPS OF PROPOSED METHOD 

A. Share Construction 

To share the secret among shareholder such that k 

shareholder are required to reconstruct the secret.  

1) Dealer D generates a polynomials f(x) of degree k-1 by 

taking the pixel values of secret as as d0, d1, d2 .... 

dk−1.  f(x) = d0+ d1x + d2x2 + .. + dk−1xk−1 (mod p) 

2) The shares are constructed by using the value of f(x) 

generated for all pixel values of original secret image 

3) Dealer destroys secret and generated f(x) functions. 

4) Each i’th shareholder will get a share. 

B. Share Reconstruction 

To reconstruct the secret image pixel from any k image 

shares out of n image shares  

 Dealer asks shareholders to submit their image shares.  

 Dealer uses Shamir’s Lagrange interpolation formula 

to get the original secret images.  

VI. RENEWAL OF SHARES 

The purpose here is to renew the shares periodically. We 

assume an initial stage where a secret s is encoded into n 

shares using Shamir’s secret sharing scheme. After some 

specific time period Dealer will generate and distribute new 

shares by taking old shares from participants.  

 Dealer will generate a polynomial Pi(X) of degree k-1 .  

 Dealer will ask to share existing shares f(i) from all 

shareholders.  

 Dealer computes new image share by adding old share- 

f(i) to the sum of the new n shares.  

 ( )   ( )  ∑    ( )

 

   

 

 Dealer distributes new image share h(i) to each 

shareholder i  

VII. DETECTION OF CORRUPTED SHARE 

 Dealer will ask all shareholders to share their image 

shares. 

 Dealer will make all combinations of k groups of 

received shares. 

 Dealer will compute secret from those groups. 

 After analyzing wrong secret generated groups dealer 

will come to know about corrupted share. 

VIII. PROPOSED METHOD FLOW CHART

 
Fig. 1: Diagram of Proposed algorithm 
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IX. SIMULATION ENVIRONMENT AND RESULTS 

The implementation is done using the following tool and 

techniques: 

 Cloud Sim  

 Amazon Web Services  

 Netbeans 

A. Construction of Shares 

 
Fig. 2: Construction of shares 

B. Reconstruction of Secret 

 
Fig. 3: Reconstruction of shares 

C. Renewal of Share 

 
Fig. 4: Renewal of shares 

D. Detection of Corrupted Share 

 
Fig. 5: Detection of Corrupted shares 

X. ADVANTAGES OF PROPOSED TECHNIQUE OVER EXISTING 

TECHNIQUES 

1) Existing techniques are centralized in nature. We try to 

provide to provide a distributed approach for key 

management. The proposed system stores share in 

different data center. 

2) Reliably of the system is increased by using the 

Validating technique to ensure that the share does not 

get modified by the attacker.  

3) After a pre decided crypto time, the shares are renewed 

in order to ensure the security of user data if  in case 

some of the shares get compromised. 

XI. COMPARISON RESULTS 

Threshold(k) 
Time(ms) 

Proposed 

System 

Time(ms) 

Existing  

Shamir’s System 
 

5 4.56 5.02 

6 4.08 4.15 

7 3.39 3.45 

8 2.50 2.56 

9 2.26 2.30 

Table 1: Time taken to combine the shares for different 

threshold values 

 
Fig. 6: Graph of time taken for different threshold values 

XII. CONCLUSION AND FUTURE WORK 

Key management is the toughest part to manage in 

cryptosystems. In the cloud platform, there is always a 

possibility of insider attack or outsider attack. Keys can be 

accessed or stolen by employees without the knowledge of 

end users. The proposed technique provides more security 

through validating shares provided by participants. It solves 

data modification attack and share holder’s server crash 

problem.  

The scheme can be modified for better time 

complexity without dealers interference and to handle active 

attacks in near future. One can also try to built this system 

using asymmetric key management system. 
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