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Abstract— Steganography is the network security
technique. In which many carrier file formats can be used,
but digital images are the most used in the Internet. It is
basically used for hiding information in the cover image to
form stegoimage. Different applications have different
requirements of the steganography technique used. For
example in license, Pan card, aadhar card, smart card
,Personal identification card the secret information is
hidden in the stegoimage. This is a review paper on image
steganography, its uses and techniques.
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I. INTRODUCTION
In today’s world since the rise of the Internet one of the
most important factors of information technology and
communication has been the security of information.
Network is the combination of two or more devices in which
information is exchanged. Network security is the important
task to provide security to the information exchange
between devices in the network. There are two types of
network
security
techniques
cryptography
and
steganography. Cryptography was created as a technique for
securing the secrecy of communication and many different
methods have been developed to encrypt and decrypt data in
order to keep the message secret. Unfortunately it is
sometimes not enough to keep the contents of a message
secret, it may also be necessary to keep the existence of the
message secret. The technique used to implement this, is
called steganography. It is often thought that
communications may be secured by encrypting the traffic,
but this has rarely been adequate in practice.For example an
encrypted e-mail message between a known customer to
purchaser is not secure only by encryption. So the study of
communications security includes not just encryption but
also traffic security, whose essence lies in hiding
information. An important subdiscipline of information
hiding is steganography. While cryptography is about
protecting the content of messages, steganography is about
concealing their very existence. It comes from Greek roots literally means ―covered writing‖ and it is usually
interpreted to mean hiding information in other information.
Examples include sending a message to a spy by marking
certain letters in a newspaper using invisible ink, and adding
sub perceptible echo at certain places in an audio recording.
Today steganography is mostly used on computers with
digital data being the carriers and networks being the high
speed delivery channels. Steganography differs from
cryptography in the sense that where cryptography focuses
on keeping the contents of a message secret, steganography
focuses on keeping the existence of a message secret .
Steganography and cryptography are both ways to protect
information from unwanted parties but neither technology

alone is perfect and can be compromised. Once the presence
of hidden information is revealed or even suspected, the
purpose of steganography is partly defeated . The strength of
steganography can thus be amplified by combining it with
cryptography. Two other technologies that are closely
related to steganography are watermarking and
fingerprinting. These technologies are mainly concerned
with the protection of intellectual property, thus the
algorithms have different requirements than steganography.
These requirements of a good steganographic algorithm will
be discussed below. In watermarking all of the instances of
an object are ―marked‖ in the same way. The kind of
information hidden in objects when using watermarking is
usually a signature to signify origin or ownership for the
purpose of copyright protection. With fingerprinting on the
other hand, different, unique marks are embedded in distinct
copies of the carrier object that are supplied to different
customers. This enables the intellectual property owner to
identify customers who break their licensing agreement by
supplying the property to third parties. In watermarking and
fingerprinting the fact that information is hidden inside the
files may be public knowledge sometimes it may even be
visible – while in steganography the imperceptibility of the
information is crucial. A successful attack on a
steganographic system consists of an adversary observing
that there is information hidden inside a file, while a
successful attack on a watermarking or fingerprinting
system would not be to detect the mark, but to remove it.
II. LITERATURE REVIEW
Research in steganography has mainly been driven by a lack
of strength in cryptographic systems. Many governments
have created laws to either limit the strength of a
cryptographic system or to prohibit it altogether forcing
people to study other methods of secure information
transfer. Businesses have also started to realize the potential
of steganography in communicating trade secrets or new
product information. Avoiding communication through
well-known channels greatly reduces the risk of information
being leaked in transit. Hiding information in a photograph
of the company picnic is less suspicious than
communicating an encrypted file.This paper intends to offer
a state of the art overview of the different algorithms used
for image steganography to illustrate the security potential
of steganography for business and personal use. After the
overview it briefly reflects on the suitability of various
image steganography techniques for various applications.
This reflection is based on a set of criteria that we have
identified for image steganography. Different kinds of
steganography are there.Almost all digital file formats can
be used for steganography, but the formats that are more
suitable are those with a high degree of redundancy.
Redundancy can be defined as the bits of an object that
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provide accuracy far greater than necessary for the object’s
use and display [11]. The redundant bits of an object are
those bits that can be altered without the alteration being
detected easily [5]. Image and audio files especially comply
with this requirement, while research has also uncovered
other file formats that can be used for information hiding.
Figure 1 shows the four main categories of file formats that
can be used for steganography.

Fig. 1: Categories of steganography
Hiding information in text is historically the most
important method of steganography. An obvious method
was to hide a secret message in every nth letter of every
word of a text message. It is only since the beginning of
theText Images Audio/video Protocol Internet and all the
different digital file formats that is has decreased in
importance [1]. Text steganography using digital files is not
used very often since text files have a very small amount of
redundant data.Given the proliferation of digital images,
especially on the Internet, and given the large amount of
redundant bitspresent in the digital representation of an
image, images are the most popular cover objects for
steganography.This paper will focus on hiding information
in images in the next sections.To hide information in audio
files similar techniques are used as for image files. One
different technique unique to audio steganography is
masking, which exploits the properties of the human ear to
hide information unnoticeably. A faint, but audible, sound
becomes inaudible in the presence of another louder audible
sound [1]. This property creates a channel in which to hide
information. Although nearly equal to images in
steganographic potential, the larger size of meaningful audio
files makes them less popular to use than images [8]. The
term protocol steganography refers to the technique of
embedding information within messages and network
control protocols used in network transmission [13]. In the
layers of the OSI network model there exist covert channels
where steganography can be used [12]. An example of
where information can be hidden is in the header of a
TCP/IP packet in some fields that are either optional or are
never used. A paper by Ahsan and Kundur provides more
information on this [13].
III. IMAGE STEGANOGRAPHY
As stated earlier, images are the most popular cover objects
used for steganography. In the domain of digital images
many different image file formats exist, most of them for
specific applications. For these different image file formats,
different steganographic algorithms exist.
IV. PROPOSED METHODOLOGY
A. Least Significant Bit
Least significant bit (LSB) insertion is a common, simple
approach to embedding information in a cover image. The
least significant bit (in other words, the 8th bit) of some or
all of the bytes inside an image is changed to a bit of the
secret message. When using a 24-bit image, a bit of each of

the red, green and blue colour Text Images Audio/ video
Protocol Transform Domain. Image Domain JPEG LSB in
BMP components can be used, since they are each
represented by a byte.
V. CONCLUSION
Although only some of the main image steganographic
techniques were discussed in this paper, one can see that
there exists a large selection of approaches to hiding
information in images. All the major image file formats
have different methods of hiding messages, with different
strong and weak points respectively. This is the review
paper on different network security techniques and there
implementation.
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